
Protect Your Business Against Identity Theft and 
Financial Fraud

Simple steps to reduce the risk of account takeover, payment fraud, phishing, and business 
impersonation.

Why it matters: Criminals often target small businesses because business accounts may hold more 
money, employees are busy, and payment requests can move quickly. One convincing email, text, or 
phone call can trigger a fraudulent wire, ACH transfer, card charge, or disclosure of sensitive 
information.

Identity theft is no longer just a personal problem. Businesses can be targeted through stolen credentials, 
fake invoices, check fraud, phishing, business email compromise, account takeover, and impersonation of 
owners, employees, vendors, or customers.

Fraudsters can also collect useful information from company websites, social media, public records, and 
employee profiles. That information can be used to make a fake request look legitimate - for example, an 
urgent email that appears to come from the owner asking an employee to wire money or change a 
vendor's banking instructions.

The best defense is a combination of good financial controls, secure technology, and well-trained 
employees.

Practical Steps to Protect Your Business
 Review bank and credit-card activity frequently. Do not wait until month-end. Use online banking 

alerts and investigate unfamiliar transactions immediately.
 Use dual approval for money movement. Require a second person to approve wire transfers, ACH 

payments, large purchases, new payees, or changes to vendor banking instructions.
 Set transaction alerts and limits. Ask your bank to notify you by text or email when transactions 

exceed a selected amount, when a new payee is added, or when unusual activity occurs.
 Verify payment changes by phone. If a vendor, client, employee, or executive requests a payment 

change by email, confirm it using a known phone number - not the contact information contained in 
the message.

 Use multifactor authentication. Turn on MFA for email, banking, payroll, accounting, cloud storage, 
and other important systems. Strong, unique passwords should be used for every account.

 Consider a dedicated device for banking. Using a business-only computer or tightly controlled 
device for banking can reduce exposure to risky browsing, downloads, and personal email.

 Ask your bank about Positive Pay and ACH controls. Positive Pay can help identify altered or 
counterfeit checks. ACH blocks, filters, and payee controls may reduce unauthorized electronic 
withdrawals.

 Secure checks and sensitive records. Do not leave check stock, banking information, tax records, 
employee data, or passwords in open or unsecured areas. Shred documents that no longer need to be 
retained.



 Keep business and personal finances separate. Separate accounts improve oversight and make 
suspicious activity easier to detect.

 Keep systems updated and backed up. Install software and security updates promptly. Back up 
important files regularly and keep at least one backup isolated from the main network.

 Protect your business email domain. Ask your email provider about SPF, DKIM, and DMARC. These 
tools help reduce email spoofing and business impersonation.

 Train employees to recognize scams. Teach employees to slow down when a message creates 
urgency, requests secrecy, changes payment instructions, asks for credentials, or directs them to click 
an unexpected link or attachment.

Red Flags That Deserve a Second Look
 An urgent request to wire money, buy gift cards, send cryptocurrency, or make an unusual payment.
 A request to change a vendor's bank account or payment instructions.
 An email address that is almost - but not exactly - the same as the real address.
 A message asking for passwords, verification codes, payroll data, tax information, or banking 

credentials.
 Unexpected invoices, attachments, login links, or requests to reset a password.
 A caller or email sender pressuring an employee not to verify the request with anyone else.

If You Suspect Fraud
1. Contact your bank or card issuer immediately and ask whether the transaction can be stopped, 

recalled, frozen, or disputed.
2. Change affected passwords, revoke compromised sessions, and enable or reset multifactor 

authentication.
3. Notify your IT provider or cybersecurity professional if email, computers, or cloud systems may have 

been compromised.
4. Preserve emails, invoices, screenshots, phone numbers, transaction records, and other evidence.
5. Report appropriate incidents to law enforcement, the FBI Internet Crime Complaint Center (IC3.gov), 

and the Federal Trade Commission at ReportFraud.ftc.gov.
6. Review your insurance coverage. Cyber insurance, crime coverage, funds-transfer fraud, computer 

fraud, and social-engineering coverage can differ significantly by policy.
Key takeaway: Slow down, verify unusual requests, and build controls that make it difficult for one 
person - or one convincing email - to move money without a second check.

Sources and update notes: Updated using current Federal Trade Commission guidance for small-business 
scams and cybersecurity, including phishing, business impersonation, email authentication, backups, 
employee training, and verification procedures.
This handout is for general risk-management information and is not legal, banking, or cybersecurity advice. Insurance 
coverage varies by policy and carrier; review your specific coverage with your insurance professional.


